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Foreign intelligence 
entities and terrorist 
organizations utilize 
social networking to 
recruit insiders and 
exploit their access 

Cyber-related attacks and 
social engineering are the 
biggest threats to a 
workforce working remotely

Smishing, or SMS phishing, is 
an attempt to collect logins or 
other sensitive information 
with a malicious text message

Users prone to falling for phishing scams are 
also prone to falling under the in�uence of 
disinformation and misinformation campaigns

COVID-19 has been the source 
of various phishing scams

Vishing, or Voicemail phishing, is 
an attempt to defraud people over 
the phone, enticing them to 
divulge sensitive information

National Insider Threat Awareness MonthINSIDER RISKS 
in ONLINE
INTERACTIONS


